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Any businessr organizatiorhanding

sensitivg personaj or financial informatiormust What about those threats that can eardor,
take deliberate measures to safeguatfte print and more specificallypverheard?
electronicrecordsof its clients. Financiapersonal

and medical privacgre now considered

fundamental rights protected by law governed by In a 2008 studythe Londorbased Regus Group
regulation. completed a study which showed that 59% of
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necessary edge imancreasingly competitivglobal conversation; 19% of those surveyed were able to
marketplace From financial institutionand use the information they overheard

manufacturersfo medical facilitiesndsocial

service agenciesnost industres must protect Ly (2RI &Qa GlswmiNd®iflce Sy i 27T
records and information using all 0 space, high tech gadggt and mass
reasonable means available. !E s communications, informatiothat can be

- ———— picked up through intentional or unintentional
voiceeavesdropping threatens to undermine
even the most sophisticateskecuritysystems.
— Faced with decreasing resources, managers
I — . .
must find costeffective ways to safeguard
sensitive conversations ite workplace.

Even geater care is taken by ‘
law enforcementmilitary, and ——— |
government officials whdterally
safeguard the security of olocal
communities and ounation. Managing sensitie or

classified information is essential to success in their

daily operationsL Y ¥ 2 N I G A 2fy A& L3 6 S NXRAt lengths are taken to secure cyber
information gets into the hands of the wrong transmissions of data and informatiophysicafiles
people, lives could be at stake. and records are routinely kept under lock and key
with limited access; even office design and furniture
selection is now taking into account tineed for
privacy and confidentiality.

And yet, @en as businesses and government
agenciegnvest hundredof thousands of dollars in
physical security equipmemind systemsthey

often overlookone of the mosbbviousthreats that Achievingvoice privacyin the workplace is no
cannot be seen longer justanimportant consideratiom A i Q &
essential
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Office space is not what it used to:be

1 To reduce overhead costs, many businesses
devote less square footage to each employee,

increasing the number of people within a space.

71 Office plansowincorporate shared spaces
designed to enhance collaboration.

1 Every employee has access to computer
systems, teleconferencing, and webcasting to
improvecommunicatiorand productivity

A report by The International Facility
Management Association (IFMA) shows that over
80% of respondents currently use open plan/panel
systems in their space planning versus traditional
enclosed private officed.

These tends in office desigand functionhave
hadanadverseimpact on office acoustic3he use
of speakerphoneand webcasts increases ambient
soundin open environmentsComputer hardware
and software with voicectivation and animation
contribute to increasd noise As a result,
employees are often forced to increase
conversational/olume to compensate fdnigher
noise levels.

Confidentiality is critical for those involved in
human resources, finance, customer service,
product developmentandinformation acchiving
Since they cannot seek sheliaeran enclosed room
to discuss sensitive information, they require

localized voice privacy solutions to keep
information out of thedpublic airwave® &

The issue of sound and how to control it by
securing conversational speech in open or
partitioned workspaces ismajor challenge for
office planners and manageM/hile not all
background noise can be avoided, it may be
masked. Rather than expensive office remodeling,
targeted sound masking canrtuexisting spacento
productive and secure workspace.

HVAC, Electric

Motor Low

Noise

Spectrum
Targete
Noise

Human Speech

1KHz 3 4kHz Medium

Dog Whistle High

For years, white noise generators have been
available to mask disruptive office sounds by
emitting sound waves within specific decibel
ranges.Recent advances in acoustic technology
have resultedn sound masking products that target
the humanvoicerange]l Y26y | a aLA Y]

This targeted spectrum of sound masking makes
audiblemaskingsystems more efficient and less
obtrusive thanoriginal systems designed in the
M ¢ T .s/50uAd masking systermaprovespeech
privacy and security in the office environmeyt
reducingthe chance that conversatiortan be
overheard.
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Typical office environments are not the only
facilities that require speech privacy and
confidentiality. Retail sales by phone have
continued to increase alongsidet@nnet salesas
consumers opt for the convenience tethnology
over traditional shopping trips

In small to mediunsizebusinesses, collecting
customer informatiorby phone often occusin
open environments with little guarantee of
confidentiality or privacyWith the threat of
identity theft on the rise, customer service and sales
managers mst address the need
for secure voice transmissions of
personal and financial information.

In order to reduce costs and
improvequality, many consumer
based retailers have turned to call
centers as the primary channel for
customer service activities, to
include sales. According to
projections by Global Industry
Analysts, Inc., thglobal call cente
market is expected to reach $195
billion by 2010"

Call centesecurity ancefficiency can be
significantly impacted by the acous&avironment
Call centers are noisyeven after careful
configuration and design planning, there is still the
issue ofperceived confidentiality by the consumer.

Any time personal or financial informatios
audibly repeated to ensure accuracy, there i
the potential for a breech in security.

If customers sense background noise and
chatter they are more likely to regard the call center
as a potential fraud risk.

Sound masking is a proven technology for the
call center and customer service industiytfective
masking systemare targeted to specific
workstations, provide gradual transition
zones between quiet and loud areas, and
are barely recognizable as audible
background noise.

In addition to enhancing the
aestheticsof the workplaceproactive
sound management has been provien
increaseproductivity and employee
morale” As the marketplace becomes
more competitive, employers must take
advantage of all opportunities to
increase productivity and quality without
significantlyraising csts.

When compared to other acoustic management
design elements (furnishings, construction planning,
office configuration), sound masking provides the
highest degree of privacy and confidentiality at a
nominal cost.

[« )



Medgical
Privacy

When the privacy provisions of the Health Introducing sound masking into geted
Insurance Portability and Accountability Act (HIPAA) . . i .
took effect in 2003, the health cafedustry faced areas where voice privacy is essential ca
significant challengesplementing they $ ¢ & 2 NI ¢  drastically reduce the threat of compromisi
provisionsof the law. Because violations of HIPAA patient information.
regulations can result in fines of hundreds of
thousands of dollars and possible prison terms,
facility managersand health care professials
need tounderstandhow HIPAA affects their work.

Theuseof simple curtains, workstation dividers
or glass sectionhowever, cancreate afalse sene
of security These measurasmay provide visual
privacy, but not necessarilyoice privacy In busy

I 2aLIAGFfar R200G2NRQ 27T 7F A Medical fagiiiessquidg cappengtiald the doors

pharmaciesand anyone handling individual medical and thin walls of examination rooms or even travel
information must follow the guidelines set by the through the space above ceiling tiles. The only way
Office of Civil Rights which is tasked with enforcing to determine whether or not acility provides

the HIPAA privacy rulBased on revised rules acoustic privacy is to conduct a comprehensive
released in May of 2003, health evaluation of noise levels using

a digital decibel readeor other
measurement toal

providers and facilities must
RSY2yaidN» 4GS GKIF
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patient information’ Patient
confidentiality is now considered
a civil right.

Speech privacy systems
installedthroughout medical
facilities, at pharmacy
windows, and within medical
billing and appointment
scheduling offices cgorovide

Fromdiscussions between
doctorsand nurses in a hallway,

to conversations between appointment schedulers flexible, direct, and effectiveoice maskingThis
and patients, private medical information must be costeffective alternative to expensive remodeling
protected. As a result, many health care facilities not onlyenables health care professionals to
haveundergoneextensiveoffice renovations, comply withl L t !otal(pavacy gidelines, but it
purchagd expensive acoustic furniturand alsoimprovesthe patient experience Patients can
implemented hundreds of hours of HIPAA training trust that conversations about thepersonal

for staff to ensure privacy compliance. medical information will remain confidential
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Law enforcement agencies, military personnel,
and government officials recognize the need to
protect classified and sensitive information in order
to safeguard our ammunities and our nation. The
increasel emphasis on interagency operation and
crossjurisdictional operatins means that
information flows outside of traditional channels
with an increased risk of being intercepted
overheard

This collaborative enmonment has forced rany
organizationgo reassess the sound environment of
meeting rooms and workspaces. In 2006, the
intelligence community provided detailed guidance
for the physical security standards relating to
facilities that handle sensitive inforation.”
Recognizing the need for

system of sound masking
rooms, hallways and even
elevator shaftsn areas
adjacent to these facilities.

While the Department
of Defense was responsible
for the development of
original somd maskinglevicesA y (i K S therdpc 1 Qa
government agencies ar@w joining military and
intelligence officials in employirgpeech privacy
systemdo maintain information security. From the
IRS customer service division to social workers in
the DepartmentHealth and Human Servicesy

Operatiors Security

dOperations Security (OPSEC) is an analytic process
to denyan adversanyinformation- generally unclassifie

- concerning our intentions and capabilities'

agency or office hanutig sensitive
information benefis from the
confidentiality afforded bypeech
privacy systers

Local law enforcemeragencies
have usedlirected sound masking,
particularly in open offie areas or

is listening

" The

He wants to know
what you know

KEEP IT T0 YOURSELF

with specialized investigative units where sensitive
information must be safeguardedlhe growing
GNBYR 2F AYTFT2NNIGA2Y
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criminal court cases or to media
outlets underscores the need to
safeguard information and confine it
tothosewiK 'y 2FFAOAI f

Operations Security in military,
government and law enforcement
agencies not only safeguards sensitive

Elforgation but also the techniques, procedures,
and methods used by agencies to perform their
duties. How they invegiate, gather intelligence,
and operate on a day to day bagsin itself,
sensitive information that needs to stay out of the
hands of criminals or enemies who threaten our

security.
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Safeguarding information in the workplace
presents a number of etllenges for office and
program managers.

V  Asking staff to monitor conversational
volume and changing office configuration
canhave anmpact the source of theound
problem.

V Improving sound absorption or blockiitg
path can affechow sound wavegsravel

through a space. Sound masking systemaeme in a variety of

configurations with features to ensure the uniform

But only targeted maskinghere specific sound delivery of soundA quality system will offer
frequencies aredded to a spacprovides a flexible targeted sound masking tieat a specific area
solution aimed at tbse who overhear using a wideangle dispersion speaker thegquires
conversatios. little fine-tuning or adjustments If installed

correctly, people will barely notice that a sound

The first step in determining if a sound masking masking system is place.
system is appropriate for your situation is to
consider the following: The sound environment is a key elementtie

physical securitpf the workplaceProactive
1. Are there laws, regulations or rules governing acoustic managenm using speech privacy

your security and privacy requirements?  If so, technology is a proven way safeguard sensitive

what are they? information.

2. What is the current sowhenvironment atyour
workplace® Haveyoumeasured or assessed it?

40-50%
3. How doesyour assessment compare your
2
need? 10-15%
. . 5-10%
There aretypicallythree ways to reduce noise '
in an office environment. Of the three, sound o
masking has the greatest measurable benefit Ceiling Tiles Acoustic Sound Suppression
Furniture Panels System

decreasing noise by at least 40 to 50 percent.

([




