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 Any business or organization handling 
sensitive, personal, or financial information must 
take deliberate measures to safeguard the print and 
electronic records of its clients. Financial, personal, 
and medical privacy are now considered 
fundamental rights protected by law or governed by 
regulation. 
 The same care ƎƻŜǎ ƛƴǘƻ ǇǊƻǘŜŎǘƛƴƎ άǘǊŀŘŜ 

ǎŜŎǊŜǘǎέ ƻǊ ǇǊƻŘǳŎǘ ƛƴŦƻǊƳŀǘƛƻƴ that provides the 

necessary edge in an increasingly competitive global 

marketplace. From financial institutions and 

manufacturers, to medical facilities and social 

service agencies, most industries must protect 

records and information using all 

reasonable means available. 

 Even greater care is taken by 

law enforcement, military, and 

government officials who literally 

safeguard the security of our local 

communities and our nation.  Managing sensitive or 

classified information is essential to success in their 

daily operations. LƴŦƻǊƳŀǘƛƻƴ ƛǎ ǇƻǿŜǊΧΦƛf 

information gets into the hands of the wrong 

people, lives could be at stake. 

 And yet, even as businesses and government 

agencies invest hundreds of thousands of dollars in 

physical security equipment and systems, they 

often overlook one of the most obvious threats that 

cannot be seen.   

 In a 2008 study, the London-based Regus Group 

completed a study which showed that 59% of 

American business professionals have 

ŜŀǾŜǎŘǊƻǇǇŜŘ ƻƴ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ ōǳǎƛƴŜǎǎ 

conversation; 19% of those surveyed were able to 

use the information they overheard.i 

 Lƴ ǘƻŘŀȅΩǎ ŜƴǾƛǊƻƴƳŜƴǘ ƻŦ collaborative office 

space, high tech gadgetry, and mass 

communications, information that can be 

picked up through intentional or unintentional 

voice eavesdropping threatens to undermine 

even the most sophisticated security systems.  

Faced with decreasing resources, managers 

must find cost-effective ways to safeguard 

sensitive conversations in the workplace.  

 Great lengths are taken to secure cyber 

transmissions of data and information; physical files 

and records are routinely kept under lock and key 

with limited access; even office design and furniture 

selection is now taking into account the need for 

privacy and confidentiality. 

 Achieving voice privacy in the workplace is no 

longer just an important considerationτƛǘΩǎ 

essential.  

 

What about those threats that can be heard or, 

more specifically, overheard? 
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Office space is not what it used to be: 

¶ To reduce overhead costs, many businesses 

devote less square footage to each employee, 

increasing the number of people within a space.  

¶ Office plans now incorporate shared spaces 

designed to enhance collaboration. 

¶ Every employee has access to computer 

systems, teleconferencing, and webcasting to 

improve communication and productivity. 

 A report by The International Facility 

Management Association (IFMA) shows that over 

80% of respondents currently use open plan/panel 

systems in their space planning versus traditional 

enclosed private offices. ii 

 These trends in office design and function have 

had an adverse impact on office acoustics. The use 

of speakerphones and webcasts increases ambient 

sound in open environments. Computer hardware 

and software with voice-activation and animation 

contribute to increased noise. As a result, 

employees are often forced to increase 

conversational volume to compensate for higher 

noise levels. 

 Confidentiality is critical for those involved in 

human resources, finance, customer service, 

product development, and information archiving. 

Since they cannot seek shelter in an enclosed room 

to discuss sensitive information, they require 

localized voice privacy solutions to keep 

information out of the άpublic airwavesΦέ 

 The issue of sound and how to control it by 

securing conversational speech in open or 

partitioned workspaces is a major challenge for 

office planners and managers. While not all 

background noise can be avoided, it may be 

masked.   Rather than expensive office remodeling, 

targeted sound masking can turn existing space into 

productive and secure workspace. 

 For years, white noise generators have been 

available to mask disruptive office sounds by 

emitting sound waves within specific decibel 

ranges.  Recent advances in acoustic technology 

have resulted in sound masking products that target 

the human voice rangeτƪƴƻǿƴ ŀǎ άǇƛƴƪ ƴƻƛǎŜΦέ  

 This targeted spectrum of sound masking makes 

audible masking systems more efficient and less 

obtrusive than original systems designed in the 

мфтлΩǎ.  Sound masking systems improve speech 

privacy and security in the office environment by 

reducing the chance that conversations can be 

overheard. 
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 Typical office environments are not the only 

facilities that require speech privacy and 

confidentiality. Retail sales by phone have 

continued to increase alongside internet sales as 

consumers opt for the convenience of technology 

over traditional shopping trips. 

 In small to medium size businesses, collecting 

customer information by phone often occurs in 

open environments with little guarantee of 

confidentiality or privacy. With the threat of 

identity theft on the rise, customer service and sales 

managers must address the need 

for secure voice transmissions of 

personal and financial information. 

  In order to reduce costs and 

improve quality, many consumer-

based retailers have turned to call 

centers as the primary channel for 

customer service activities, to 

include sales.  According to 

projections by Global Industry 

Analysts, Inc., the global call center 

market is expected to reach $195 

billion by 2010.iii 

  Call center security and efficiency can be 

significantly impacted by the acoustic environment. 

Call centers are noisy.  Even after careful 

configuration and design planning, there is still the 

issue of perceived confidentiality by the consumer. 

 If customers sense background noise and 

chatter they are more likely to regard the call center 

as a potential fraud risk. 

  Sound masking is a proven technology for the 

call center and customer service industry.  Effective 

masking systems are targeted to specific 

workstations, provide gradual transition 

zones between quiet and loud areas, and 

are barely recognizable as audible 

background noise.   

 In addition to enhancing the 

aesthetics of the workplace, proactive 

sound management has been proven to 

increase productivity and employee 

morale.iv As the marketplace becomes 

more competitive, employers must take 

advantage of all opportunities to 

increase productivity and quality without 

significantly raising costs. 

 When compared to other acoustic management 

design elements (furnishings, construction planning, 

office configuration), sound masking provides the 

highest degree of privacy and confidentiality at a 

nominal cost. 

 

Any time personal or financial information is 

audibly repeated to ensure accuracy, there is 

the potential for a breech in security.  
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 When the privacy provisions of the Health 

Insurance Portability and Accountability Act (HIPAA) 

took effect in 2003, the health care industry faced 

significant challenges implementing the ƴŜǿ άƻǊŀƭέ 

provisions of the law.  Because violations of HIPAA 

regulations can result in fines of hundreds of 

thousands of dollars and possible prison terms, 

facility managers and health care professionals 

need to understand how HIPAA affects their work. 

 IƻǎǇƛǘŀƭǎΣ ŘƻŎǘƻǊǎΩ ƻŦŦƛŎŜǎΣ ŎƭŀƛƳǎ ƻŦŦƛŎŜǎ, 

pharmacies and anyone handling individual medical 

information must follow the guidelines set by the 

Office of Civil Rights which is tasked with enforcing 

the HIPAA privacy rule.  Based on revised rules 

released in May of 2003, health 

providers and facilities must 

ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŀǘ άǊŜŀǎƻƴŀōƭŜ 

ƳŜŀǎǳǊŜǎέ ŀǊŜ ǳǎŜŘ ǘƻ ǎŀŦŜƎǳŀǊŘ 

patient information.v  Patient 

confidentiality is now considered 

a civil right. 

 From discussions between 

doctors and nurses in a hallway, 

to conversations between appointment schedulers 

and patients, private medical information must be 

protected.  As a result, many health care facilities 

have undergone extensive office renovations, 

purchased expensive acoustic furniture, and 

implemented hundreds of hours of HIPAA training 

for staff to ensure privacy compliance. 

 The use of simple curtains, workstation dividers 

or glass sections, however, can create a false sense 

of security. These measures may provide visual 

privacy, but not necessarily voice privacy.  In busy 

medical facilities, sounds can penetrate the doors 

and thin walls of examination rooms or even travel 

through the space above ceiling tiles.  The only way 

to determine whether or not a facility provides 

acoustic privacy is to conduct a comprehensive 

evaluation of noise levels using 

a digital decibel reader or other 

measurement tool. 

 Speech privacy systems 

installed throughout medical 

facilities, at pharmacy 

windows, and within medical 

billing and appointment 

scheduling offices can provide 

flexible, direct, and effective voice masking.  This 

cost-effective alternative to expensive remodeling 

not only enables health care professionals to 

comply with ILt!!Ωǎ oral privacy guidelines, but it 

also improves the patient experience.  Patients can 

trust that conversations about their personal 

medical information will remain confidential. 

 

Introducing sound masking into targeted 

areas where voice privacy is essential can 

drastically reduce the threat of compromising 

patient information.   
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 Law enforcement agencies, military personnel, 

and government officials recognize the need to 

protect classified and sensitive information in order 

to safeguard our communities and our nation.  The 

increased emphasis on interagency cooperation and 

cross-jurisdictional operations means that 

information flows outside of traditional channels 

with an increased risk of being intercepted or 

overheard. 

 This collaborative environment has forced many 

organizations to reassess the sound environment of 

meeting rooms and workspaces. In 2006, the 

intelligence community provided detailed guidance 

for the physical security standards relating to 

facilities that handle sensitive information.vi 

Recognizing the need for 

voice privacy, it prescribed a 

system of sound masking in 

rooms, hallways and even 

elevator shafts in areas 

adjacent to these facilities. 

 While the Department 

of Defense was responsible 

for the development of 

original sound masking devices ƛƴ ǘƘŜ мфслΩǎΣ ƻther 

government agencies are now joining military and 

intelligence officials in employing speech privacy 

systems to maintain information security. From the 

IRS customer service division to social workers in 

the Department Health and Human Services, any 

agency or office handling sensitive 

information benefits from the 

confidentiality afforded by speech 

privacy systems. 

 Local law enforcement agencies 

have used directed sound masking, 

particularly in open office areas or 

with specialized investigative units where sensitive 

information must be safeguarded.  The growing 

ǘǊŜƴŘ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ άƭŜŀƪǎέ ƛƴ 

criminal court cases or to media 

outlets underscores the need to 

safeguard information and confine it 

to those witƘ ŀƴ ƻŦŦƛŎƛŀƭ άƴŜŜŘ ǘƻ 

ƪƴƻǿΦέ  

 Operations Security in military, 

government, and law enforcement 

agencies not only safeguards sensitive 

information but also the techniques, procedures, 

and methods used by agencies to perform their 

duties.  How they investigate, gather intelligence, 

and operate on a day to day basis is, in itself, 

sensitive information that needs to stay out of the 

hands of criminals or enemies who threaten our 

security.   

Operations Security: 

άOperations Security (OPSEC) is an analytic process used 

to deny an adversary information - generally unclassified 

- concerning our intentions and capabilitiesΧ.έ1 
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 Safeguarding information in the workplace 

presents a number of challenges for office and 

program managers.   

V Asking staff to monitor conversational 

volume and changing office configuration 

can have an impact the source of the sound 

problem.   

V Improving sound absorption or blocking its 

path can affect how sound waves travel 

through a space.   

 But only targeted masking where specific sound 

frequencies are added to a space provides a flexible 

solution aimed at those who overhear 

conversations. 

 The first step in determining if a sound masking 

system is appropriate for your situation is to 

consider the following: 

1. Are there laws, regulations or rules governing 

your security and privacy requirements?   If so, 

what are they? 

2. What is the current sound environment at your 

workplace?  Have you measured or assessed it? 

3. How does your assessment compare to your 

need?  

 There are typically three ways to reduce noise 

in an office environment. Of the three, sound 

masking has the greatest measurable benefit, 

decreasing noise by at least 40 to 50 percent. 

 Sound masking systems come in a variety of 

configurations with features to ensure the uniform 

delivery of sound.  A quality system will offer 

targeted sound masking to treat a specific area 

using a wide-angle dispersion speaker that requires 

little fine-tuning or adjustments.  If installed 

correctly, people will barely notice that a sound 

masking system is in place. 

 The sound environment is a key element in the 

physical security of the workplace. Proactive 

acoustic management using speech privacy 

technology is a proven way to safeguard sensitive 

information.   


